PR 106 - Internet, E-Mail Usage & Social Media
A. Purpose

To establish a policy for employee use of Information Technology Resources Systems
(ITRS), which include but are not limited to internal and external email services, internet,
social media, software applications, hardware, communication devices, and general
computer use. These resources are provided to support the efficient delivery of Yuma
County services by the various Yuma County Information Technology Divisions.
Inappropriate use of ITRS could give rise to legal actions against Yuma County and/or
individual employees. Therefore, this policy applies to all Yuma County ITRS regardless
of location (i.e., office, home, field locations, etc.) and any or all electronic devices used
for Yuma County business or to access Yuma County ITRS. Each employee who is or
becomes an authorized user of Yuma County ITRS is required to read, understand, and
sign the “Yuma County Acceptable Use of Information Technology Resources Policy.”

B. Policy

Yuma County reserves the right to monitor the activities of all users of Yuma County
computers, e-mail, internet, fax, cell phones, and other electronic and communications
systems. Users shall not expect privacy when using ITRS. Such records may qualify as
a public record and be subject to disclosure under Arizona’s public records law as codified
or hereinafter amended under Arizona law or may be disclosed for audit or other
legitimate Yuma County operational or management purposes. Any records created while
conducting Yuma County business using personally owned communications devices may
also be subject to such disclosure.

Internet access is provided exclusively to support official Yuma County business and
work-related research. All equipment and infrastructure used to access the internet are
the sole property of Yuma County and must be used strictly for authorized purposes.
Yuma County Information Technology Services will provide access to the internet when
appropriate.

C. Permissible uses of Yuma County computer systems

Use of Yuma County’s ITRS must primarily support official Yuma County business.
Incidental or occasional personal use is permitted only if it does not interfere with Yuma
County operations, the user’s job performance, or any other obligation to Yuma County.
Such use must also comply with this and all other applicable Yuma County policies and
must not suggest Yuma County sponsorship or endorsement. All personal use will be
subject to the same monitoring, access, and usage policies as business-related activities.

D. Prohibited uses of e-mail and internet

All email messages sent by users will contain a return address identifying the message
as originating from Yuma County’s email system and may be considered public records
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under applicable laws. Accordingly, users should only send or receive email
communications that they would be comfortable having disclosed to the general public.

Prohibited uses of Yuma County ITRS include, but are not limited to, the following:

1.

Using Yuma County ITRS to transmit, retrieve, or store communications that are
defamatory, discriminatory, harassing, obscene, or pornographic.

Sending or storing content that includes disparaging, abusive, sexually explicit,
profane, threatening, illegal, or otherwise offensive language or materials that
reflect negatively on Yuma County or are contrary to its interests. This includes
participating in or promoting illegal activities such as piracy, extortion, blackmail,
copyright infringement, or unauthorized access to electronic systems or files.

Downloading or streaming non-business-related content such as sporting events,
radio programs, mp3 files, online games, web cams, or social media posts.

Using Yuma County ITRS for personal financial gain, commercial promotion, or to
send personal email advertisements offering to buy or sell goods or services.

Downloading, copying, sending, saving, or using any files, documents, or content
in violation of copyright or other third-party intellectual property rights.

Downloading, receiving, executing, saving, installing, or using software, programs,
plug-ins, or executable files (e.g., files with extensions such as .exe or .com)
without:
o Prior approval from appropriate Yuma County ITRS
o Verification of licensing compliance; and
o Scanning using an ITRS department-approved procedure to detect viruses
or malicious code.

Intercepting, altering, or attempting to access another person’s email messages
without proper authorization.

8. Sending email messages that falsely appear to originate from another user.

9. Attempting to send anonymous emails or using another person’s credentials (user

id or password).

10.Sharing one’s Yuma County account credentials with others.

11.Accessing another user’'s email without a valid Yuma County business purpose

(e.g., “snooping”).

12. Attempting to bypass email system security controls or gain unauthorized access

to protected content.

13.Sending broadcast emails to all users in Yuma County’s system without proper

authorization.

14.Transmitting confidential or sensitive Yuma County information without proper

safeguards or authorization.
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15.Forwarding emails marked as “personal,

M

private,” or “confidential” to external
recipients without the original sender’s written consent.

16.Forwarding chain emails or mass messages that do not serve a legitimate Yuma

County business purpose.

17.Installing unauthorized hardware or software on Yuma County-owned devices

E.

without prior approval from Yuma County ITRS.

Prohibited uses of social media

All social media posts and messages on behalf of Yuma County must be sent from an
authorized Yuma County-managed social media account. Such communications may be
considered public records and subject to disclosure under applicable laws. As such, users
are expected to post and respond in a manner suitable for public viewing.

The following activities are strictly prohibited when using Yuma County social media
accounts or when representing Yuma County on any platform:

1.

Transmitting, retrieving, or storing content that is defamatory, discriminatory,
harassing, obscene, or pornographic.

. Posting or sharing content that is disparaging, abusive, sexually explicit, profane,

threatening, illegal, or otherwise offensive, or that could negatively reflect on Yuma
County or conflict with its best interests. This includes promoting or participating in
illegal activities such as piracy, extortion, blackmail, or copyright infringement.

Using Yuma County-affiliated social media for personal financial gain, commercial
promotion, or posting messages to buy or sell goods or services.

Intercepting, altering, or attempting to gain unauthorized control of another
person’s or organization’s social media account, posts, or messages.

Creating or sending messages that falsely appear to originate from another
individual or organization.

Posting anonymously or using another individual’s social media profile to send
messages without authorization.

Sharing access to a Yuma County managed social media profile without proper
authorization.

Accessing or reviewing another user’s social media content without a valid Yuma
County business need (e.g., unauthorized monitoring or “snooping”).

Attempting to bypass social media security settings or gain unauthorized access
to user profiles, posts, or messages.

10.Posting or messaging Yuma County business contacts via social media unless

explicitly authorized to do so as part of one’s official duties.
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11.Sharing confidential, sensitive, or protected Yuma County information via social
media platforms.

12.Forwarding or reposting chain messages, spam, or any non-business-related
content that does not serve a legitimate Yuma County interest.

F. Administration and oversight of social media in Yuma County

1. The creation of all Yuma County departmental social media profiles shall be
approved by the Appointing Authority and the Yuma County Administrator
prior to activation.

2. Any Yuma County social media presence and/or use of any other social
media platforms is not permitted without authorization from the Yuma
County Administrator.

3. All social media profiles shall have at least two employee Administrators;
one within the department/office and one designee from Yuma County
Administration’s Communications Division.

4. All social media profiles and account activity may be monitored by a
designee from the Yuma County Administration’s Communications Division.

5. The Appointing Authority shall oversee and audit their department’s social
media profile and activity on a quarterly basis.

6. All escalated issues occurring on social media shall be resolved by the
Appointing Authority and the Yuma County Administrator or designee.

Legitimate law enforcement use (e.g., those whose job requires them to track sites of an
otherwise questionable nature) may exceed the guidelines within this section. For law
enforcement activities, Yuma County may choose to provide alternative internet access
that is not part of the Yuma County network for the purposes of investigations and stealth.
Any equipment on alternative internet access that is used for law enforcement
investigations will not be subject to this policy.

G. Privacy, confidentiality, access and disclosure of e-mail messages, log of
internet sites visited, social media, and all associated electronic files.

This policy is intended to limit personal use of Yuma County’s email and internet systems
during scheduled business hours. Users should be aware that all internet activity is
subject to logging through Yuma County’s internet access software, which automatically
records the websites visited.

Yuma County reserves the right to access any Yuma County-owned account, device, or
data without prior notice or user permission under the following circumstances:
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1. To prevent interference with the mission or operations of Yuma County or any
department/office.

2. To locate substantive information necessary for the conduct of official Yuma
County business.

To comply with legal processes, including subpoenas and court orders.
To fulfill contractual or legal obligations to third parties.
To respond to public records requests under applicable laws.

To investigate suspected violations of Yuma County policy.

N o g bk ow

To investigate or respond to potential security breaches involving Yuma County’s
email or internet systems.

8. When there is reasonable suspicion that a user has committed, is committing, or
is planning to commit a crime.

9. When a user is unavailable and the information is critical to Yuma County
operations.

10.Upon an employee’s separation from Yuma County employment, regardless of the
reason.

11.For any other purpose deemed necessary by authorized Yuma County Officials in
accordance with applicable law and policy.

H. Disciplinary action

Violations of this policy are subject to disciplinary action, up to and including separation
of employment from Yuma County, and/or criminal prosecution, if appropriate.

Historical Note: Adopted, Eff. 10/02/2017
Revised: 11/03/2025
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